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TOM TAT

An ninh mang mdy tinh trong méi truong internet rat can thiét déi véi céc nha
quan tri mang. Viéc phdt hién va logi trir ma doc (malware) trong cdc phan mém
mdy tinh trong mang la cong viéc hang ngay ciia nha quan tri hé thong mang. Bai
bdo d@é nghi phwong phdp ding nguyén Iy mdy hoc (trong chuyén nganh tri tué
nhan tao) @é thuce hién phdt hién ma doc trong phan mém may tinh.

Tir khéa: Phan mém ma doc, Malware, Hanh vi phd‘n mém, mdy do, CSDL md
doc, SandBox, An ninh mang, Mdy hoc.

ABSTRACT
Applying machine learning principles for the analysis and detection
of malicious codes in computer software
In the internet environment computer network security is essential for network
administrators. The detection and elimination of malware in computer software
in the network is the daily work of network administrators. This paper proposes
methods using machine learning principles (in specialized artificial intelligence)

fo perform malware detection in computer software.

Key words: Malicious software, malware, behavioral software, virtual ma-

chine, malware database, SandBox, network security, machine learning.

An ninh mang mdy tinh 12 mét viéc vo cung
can thiét, d6i vé6i cac nha quan tri mang. Mdéi
ddy nhom chuyén gia bdo mat ctia Kaspersky
Lab vira phat hién virat may tinh The Mars (hay
con dugce goi Careto) da 1a mdi de doa cac hé
théng mang hang diu, virGt nay da tham gia
vao hoat dong gidn di€p mang toan cdu tir nim
2007. Loai virat nay (The Mars) duoc thiét ké
v6 cling tinh vi, trong né bao gdm méot doan ma
ddc, mot rootkit (pha hoai thu muc), mot boot-
kit (pha hoai t€p tin khdi dong). HE virut The
Mars c6 phién ban Windows, Mac OS, Linux
(Android) va IOS (cho céac dién thoai Iphone)
[22]. Do vay viéc phat hién ma doc va loai trir
no la cong viéc hang ngay cac nha quan tri hé
thdng tin hoc. Ching t6i dé xudt mot phuong
phap dung tri thirc cia nganh trf tué nhan tao dé
phét hién phan mém ma doc.
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1. Phan loai cdc loai phan mém ma djc va
cac phwong phap phat hién chiing

Nhiing cong cu can thiét giup cho cac nha
phén tich phan mém doc hai c6 duogc cai nhin
thiu déo vé hanh vi cia ma ddc. Tuy nhién, )
lugng khong 16 cic miu malware méi dén tay
cac nha cung cip giai phap chdng virtt hang
ngay doi héi cdc phuong phap phén tich phai
dugc ty dong hoa hon nira dé han ché bét cac
thao tac bing tay cuia nguoi dung. Chinh vi 1&
do, cac hucmg tlep cén khéc nhau da duoc dé ra
nhiam xep cac mau thir chua biét vao cac ho ma
doc da biét hoic danh dAu hanh vi la cta nhiing
mau thir 46 dé yéu cdu céac phan tich bang tay
k¥ hon. S& ¢6 mot c4i nhin téng quan vé cac
phuong phap xép 16p malware [1 ,2].



1.1. Gop nhém ma doc dua trén Anubis

Nhu mot phan tmg trude hang chuc ngan mau
malware méi xudt hién mdi ngay, nha nghién
ctru U. Bayer da gi6i thiéu mot hé thong c6 kha
nang gdép nhém hi€u qua va ty dong cac tdp ma
doc 16n dya trén hanh vi cia chung. Bang cach
so sanh cac hanh vi ma doc, nha phan tich c6 thé
tap trung vao cac mdi de doa méi va tiét kiém
thoi gian khi khong phai phan tich nhitng mau
thir c6 nhitng hanh vi da biét.

K§ thuat dugc dua ra dya trén Anubis dé xuét
ra diu vét thuc thi cta tit ca cac mau thtr. Hon
thé nira, Anubis con duge mé rong voi kha ning
lan truyén diu vét, dé tan dung nhing ngudn
théng tin bd sung. Ching han, néu mét mau mal-
ware tao mot file véi tén file phu thudc vao gio
hé théng hién hanh, sy phu thudc nay s& bi phat
hién boi hé thong. Ngoai ra, kha nang lan truyén
dAu vét gitip phat hién nhitng dic trung cia sdu
mang nhu thao tic doc ma thuc thi ciia mot tién
trinh va truyén chung di trén mang. Cudi ciing,
tap quyét dinh dong didu khién phu thudc vao
dit liéu bi danh dau ciing bi ghi lai.

Khi cac ddu vét thuc thi cing véi thong tin
bi danh diu duoc tao ra, mot profile hanh vi
duoc trich xuét ra cho mdi dau vét. Profile bao
gdm céc dbi twong hé diéu hanh (nhu file, tién
trinh...) va cac thao tac twong tng (doc, ghi,
tao...). So v6i chudi 10i goi hé thdng dugc luu
trong ddu vét thuc thi, cach thé hién nay giau
ngit nghia hon, do d6 cho phép hé théng hop
nhét nhitng hanh vi tuong dwong ngit nghia mot
cach tot hon. Vi dy, doc 256 byte ciing lic tir
mot file tuong dwong nglt nghia véi doc 1 byte,
256 1an. Tuy nhién, cach thé hién trong dau vét
thyc thi c6 khéc biét dang ké. Trong qua trinh
tao ra profile hanh vi, thong tin ghi nhan duoc
théng qua lan truyén déu vét duge sir dung dé
mb ta xem lidu cac ddi twong co phu thudc 14n
nhau nhu da mo ta hay khong.

Profile hanh vi thu dugc s& duoc st dung
nhu 14 ddu vao cho mdt thuat todn gop nhém,
két hop nhiéu profile cing md ta nhitng hanh
vi giéng nhau thanh mot cluster lién mach. Dé
chtrng minh cho kha ndang mé rong phuong phap
ctia minh, cac tac gia dd danh gia cong cu cua
ho trén mot tap 75000 mau thir duge gdp nhom
trong vong 3 tiéng ddng ho.

1.2. C4c hé dé chia miu thir ma doc
Cac nha khoa hoc Lee va Mody ciing dé
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xudt mot hé théng dé chia cdc mau thir malware
thanh céc cluster dya trén profile hanh vi bing
cach ap dung k¥ thudt may hoc. Viéc thuc thi
ctia nhitng mau thir nay thuc hién trong mot moi
treong do dugce giam sat chat ché. Mot cong cu
theo doi & kernel-mode s& ghi lai tat ca cac 10i
goi hé théng cung vé6i dbi sb cua chung. Thong
tin thu dugc vé twong tic ctia mau thir v6i hé
théng s& dugc ghi vao trong profile hanh vi. Pro-
file ndy gdm c6 thong tin lién quan dén twong
tac ctia mau thir véi tai nguyén hé thong nhu ghi
file, thay ddi khoa registry hay céc hoat dong
mang. D& do ludng duoc sy twong dong giita
hai profile, khoang cach hiéu chinh gitta ching
s& duogc tinh toan, chi phi cta su bién dbi duoc
dinh nghia trong m{t ma tran chi phi thao tac.
Céc tac gia sau do sé ap dung phwong phap gop
nhém k-medoids dé chia cdc mau thtr ma doc
thanh cac cluster ¢6 profile hanh vi twong dbng
[3,4]. Khi qué trinh huén luyén da hoan thanh,
méau thir m&i va chua dugc biét dén s& duge gan
vao cluster c6 medoid gan véi mau thir nhit.

1.3. Ap dung may hoc dé xép loai hanh vi
ma djc

Céac chuong trinh déng géi gitip tin tic dé
dang hon trong viéc tao ra cac thé hién cia ma
ddc vuot qua dugc sy kiém tra ctia cdc san phém
quét virat truyén théng. Vi véy, can thiét phai
tim ra nhitng phuwong phép khéac dé xép loai cac
ma doc chua biét. Bé lam dwgc diéu nay, Kon-
rad Rieck d3 gidi thiéu mot hé théng st dung
thong tin hanh vi chira trong céc béo céo tir cong
cu CWSandbox. Pau tién, profile hanh vi cia
mdi ho ma doc da duoc biét dén s& dugce trich
Xuat. Tiép theo, k¥ thuat may hoc dugc ap dung
dé tao ra bd xép loai tir nhitng profile do, cho
phép nhém nhing thé hién ma doc co hanh vi
twong tu nhau [6 7,8,21].

Pé cing cb cho phuong phap nay, cac tac
gia st dung mot phan mém chong virat terorng
mai quét mot sb lugng 16n cac miu thir dé gan
nhén cho timg mau thir. V6i nhitng méu c6 thé
nhéan dién dugc, nhitng nhdn nay tuwong Gng vadi
nhitng ho ma doc cé chira mau thir nay. Dwa vao
nhitng nhin nay va profile hanh vi trich xuét tir
cac ban bao cdo cua CWSandbox, céc tac gid
hudn luyén cac bd méy vector hd trg (SVM) dé
xdy dyng nén nhimng bd xép loai cho ting ho
mi doc. Mdi SVM chi dua ra dwoc kha ning
ma mau thir c6 thé thude v& mot ho nao d6. Hé
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théng c6 thé gap nhitng mAu thir khong thude
vé mot ho da biét nao hodc thé hién cac hanh
vi dic trung ciia nhidu ho khac nhau. Qué trinh
quyét dinh dugc cu tric sao cho né dua ra duge
duy nhit mot ho ma mau tht thude vé. Néu mau
thir thé hién céc hanh vi thude vé nhiéu ho hogc
khong thudc bét cir ho nao, miu thir s& dwoc xép
loai 14 chwa biét, can phai phan tich k§ hon.

Duya vao viéc nhing cac bao cao vao mdt
khong gian vector, cac tac gia da ap dung k¥
thuat may hoc dé phan tich hanh vi. Dic biét,
cac tac gid nghién cuu hai khai niém may hoc
dé phan tich: Gép nhém hanh vi, cho phép x4c
dinh céc 16p méi ciia malware c6 hanh vi twong
tw va phan loai c4c hanh vi, cho phép gan phan
mém ma doc vao cac 16p hanh vi duge biét dén.
Dé bit kip tdc d6 ngay cang tang cua s luong
phin mém doc hai trén mang, cac phuong phap
phan nhém va phan loai doi hdi phai xir Iy dugc
héng ngém bao céo hang ngay. That khong may,
hau hét cac phuong phap may hoc 1a1 c6 chi phi
tinh toan ty 18 siéu tuyén tinh véi sb luong dir
liéu dau vao do d6 khong thé ap dung truc tiép
cho phén tich phan mém ma doc.

Pé giai quyét van dé nay, cc tac gia dé xuét
mot k¥ thuat phan nhém xép 16p ldy cam hing
tir thanh qua ctia U. Bayer va cac dong su. Mot
tdp hop cdc ma nhi phan ddc hai thuong bao
gdm c4c bién thé twong tw ctia cing mot ho, thé
hién cac hanh vi gin nhu giéng hét nhau. Két
qua 1, cdc bao cdo nhung tao thanh nhitng dam
may day ddc trong khong gian vector. Cac tac
gia khai thac sy thé hién day dic ndy bing cach
gom cdc hanh vi twong ty thanh tirng nhém st
dung khai niém nguyén mau - prototype. Bing
cach han ché cac tinh toan cta phuong phép
hoc tap vao nguyén miu va sau do6 lan truyén
két qua cho tét ca céc dit liu nhiing, cac tic gia
c6 thé ddy nhanh qua tunh gop nhém cling nhu
phan loai. C4c nguyén méu chiét xuit twong ung
véi voi cac bao cao thong thuong va do do6 céd
thé d& dang kiém tra boi sy phén tich ctia con
nguoi, trong khi phuong phép cua Bayer gan
nhu khong cung cip dwoc nhitng nhan thirc vé
nhém céc hanh vi.

Gop nhém dé cap dén mét k§ thuat co ban
ctia may hoc nhiam muc dich phan viing mot tap
dit liéu thanh cadc nhom cé y nghia, dugc goi la
nhiing cluster. Phan ving dugc x4c dinh sao cho
cac ddi twong trong cling mét cluster 13 tuong
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tw nhu nhau, trong khi cac déi tugng trong céc
cluster khac nhau khong gidng nhau. Gop nhém
cho phép kham pha ra cdu trac trong dir lidu
chwa biét va do d6 da duoc sir dung trong mot
lwong 16n cac tng dung khac nhau.

Gop nhém dé phén tich hanh vi cia phan
mém ddc hai d3 duoc dé xuét bési Bailey va cac
dong su va sau d6 dugc hoan thién boi nhém
ctia U. Bayer. Céc tac gia da theo dudi hudng
nghién ctru nay va khao sat k§ thuat gom nhom
phén cép tiéu chudn dé xac dinh nhém céc phén
mém ma doc ¢6 hanh vi twong tu. Nguoc lai véi
cong trinh trude do, céc tic gia da trién khai
phén tich dya trén khai niém nguyén mau - pro-
totype. D6 13, cac cluster dau tién cta nguyén
mau duge xdc dinh va sau d6 duge phat tan toi
dit ligu ban dau.

Tiép theo cac tic gia tién hanh phan loai, cho
phép tim hiéu sy phan biét cac 16p ddi tuong
khac nhau. Phuong phap phén loai doi hoi mot
giai doan hoc tap trudc khi ap dung, mot mod
hinh cho viéc phan biét dugc suy ra tir tdp dir
ligu ctia cac ddi twgng dén nhan. M6 hinh nay
sau d6 c6 thé dugc ap dung dé dy doén nhén 16p
dit liéu chua timg dwoc biét. Ciing nhu nhiéu
ung dung thuc té dya vao khai niém vé hoc tép,
phan 16n nghién ctru ndy tdn tai dua trén viéc
thiét ké va ap dung cac phuong phap phén loai.

Viéc 4p dung phan loai dé phan tich hanh vi
phin mém doc hai da duoc nghién ctru boi Lee
va Mody (2006) cung véi Konrad Rieck va cac
cong su (2008). Trong ca hai phuong phap tiép
can, hanh vi cia céc phén mém mi doc chua
duge biét dén duoc phédn loai thanh céac 16p
hanh vi d4 dugc biét dén, noi cac dit lidu dao tao
ban ddu dugc ddn nhin bang cach st dung cac
chuong trinh quét virt. That khong may, hau
hét céc san phdm chdng virat déu chiu tac dong
tir cdc nhan khong pht hop va khong diy da do
d6 da khong cung cép nhan ddy da chinh xéc
cho qué trinh huén luyén. Nhu mot bién phép
khic phuc, cic tac gia st dung cac 16p phin
mém ma ddc dugc phét hién béi qua trinh gop
nhém 1am nhén cho viéc hudn luyén tir d6 hidu
duoc su phan biét giita cac cluster da biét cua
hanh vi ma doc [7,9.10].

Phén tich b sung: Dua trén mot cong thic
chung cuia nhém va phan loai, cac tac gia nghi
ra mot phuong phap phan tich bd sung dé phan
tich hanh vi ctia phan mém doc hai. Trong khi



cong trinh trude d6 da dugce thiét ké dé phan tich
hang loat, céc tic gia dé xuét xir Iy cac bao céo
hanh vi cta phdn mém ma doc trong ting khéi
nhé, ching han trén co s& hang ngay. D& thuc
hién phan tich gia ting, ching ta can phai theo
ddi cac két qua trung gian, ching han nhu clus-
ter dugc xac dinh trong qua trinh chay céc thuat
toan. May min thay, cic khai niém vé nguyén
mau cho phép céc tac gia luwu trit cac cluster phat
hién trong mot cach thé hién suc tich, va hon
nita, ting toc dang ké néu sir dung cho viéc phan
loai.

Céc bao cao dugce phan tich nhan duge tir mot
ngudn dir liéu nhu mot tap hop céc honeypots
hoéc co s& dit li€u cua phén mém doc hai dugc
thu thap trong khoang thoi gian thuong xuyén.
Trong giai doan xtr ly d4u tién, cac bio céo duoc
phan loai biang cach sir dung nguyén miu cia
cluster dugc biét dén. Qua do, cac bién thé cia
phin mém doc hai da biét dugc nhan dién hiéu
qua va dugc loc tir cac phan tich sau hon. Trong
giai doan tiép theo, nguyén mau dugc chiét xuét
tlr cac bao céo con lai va sau do dugce str dung
cho viéc gom nhém hanh vi. Cac nguyén mau
cta cum méi duoc lwu gift cing v6i cac thiét 1ap
ban dAu ciia nguyén mau, nhu vy ching c6 thé
dugc ap dung trong lugt phan loai tiép theo. Qua
trinh ndy bao gdm hai cong doan phan loai va
gOp nhom nhém ludn phién xen k& duoc lap di
1ap lai timg budc, khién cho s lugng malware
chura biét lién tyc giam va cac 16p phd bién ciia
phz‘”in mém ma doc s& tu ddng phat hién ra.

S6 luong cac bdo cdo c6 sin trong mot luot
phén tich bd sung c6 thé 1a khong du dé x4c dinh
tit ca cac cluster hanh vi ctia phdn mém doc hai.
Vi duy, cic bién thé phin mém doc hai khong

4‘7\ Reports

Analysis Management

Cuckoo Host
(Ubuntu 12.0.4 LTS /
Fedora 16)

CAu tric Cuckoo Sandbox. Fedora 16

(over Python 2.7) ﬂ——%

Virtual Switch
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xuét hién thudng xuyén c6 thé chi dugc dai dién
boi vai mAu trong khong gian vector nhiing. Dé
b dép cho sy thiéu thong tin, cac tac gia bac
bo cluster c6 it hon m thanh vién va tra cac bao
céo twong tng vé lai ngudn dit liéu. Do d6, cac
malware khong xudt hién thuong xuyén duoc
tich lily dn cho dén khi du dir liéu cho viéc gop
nhém. Tha tuc nay dam bao phat hién chinh xéc
cac 16p phan mém ma doc, tham chi khi cac
thong tin c6 lién quan khong c6 sin trong quéa
trinh chay gia ting dau tién.

Thoi gian chay cta thudt toan gia tang 1a O
(nm + k2logk) cho mdt doan n béo céo trong do
m 13 s§ nguyén miu dwoc lwu trit tir luot chay
trwée va k 1a sé nguyén miu dwoc chiét xudt
trong luot chay hién tai. Médc du sy phutc tap
thoi gian chay 13 bac hai véi k, sb lwong mau
thir nghiém chiét xuét trong mdi qua trinh chay
van khong dbi cho tirng khéi c6 kich thude bang
nhau. Vi vay, sy phirc tap cuia phén tich bd sung
dwoc x4c dinh béi m, sb lwgng prototype cho
céc 16p phin mém ma doc da biét, twong ty nhu
su phtrc tap tuyén tinh cta viéc khop diu hiéu
trong cac san pham anti-virat [6,7].

2. Thi¥ nghi€ém chwong trinh cai dit trong
mang do cdc ly dé phat hién ma dc

2.1. Céu tric mé hinh

M0 hinh dugc xay dung vai chu trac gdm c6
mdt may Host chay hé diéu hanh Linux Ubuntu
12.04 LTS hoic Fedora 16 va nhidu may Guest
cai hé didu hanh Windows XP Service Pack 3.
Géi diéu khién Cuckoo Sandbox 0.3.2 duogc
trién khai trén may Host. Phan mém may o Vir-
tualbox 4.1.12 ctia hing Oracle dugc sir dung dé
cai cac may Guest.

Cuckoo Guests
Windows XP Sp3 Iﬁ

Cuckoo Guests

Windows XP Sp3
Cuckoo Guests

Windows XP Sp3

Virtualbox 4.1.12
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Cac thw vién Python

Céc thanh phén may chu cia Cuckoo dugc viét
hoan toan bang ngdn ngit Python, do d6, ngén ngit
Python phién ban m&i nhat 2.7 1a mot phan khong
thé thiéu trén méay Host. Ngoai ra, Cuckoo con cin
dén mot sb thu vién khac trén Python nhu: Magic
(& phat hién cac loai tap tin), Dpkt (chiét xuét
thong tin lién quan tir cac tép tin pcap), Mako (dé
két xuat cic bao cao HTML va giao dién web).

Virtualbox

Mic du Virtualbox thuong dugc déng goi sin
trong cac ban phan phdi GNU/Linux nhung tdt
nhét chiing ta nén sir dung ban mai nhét tai vé tr

trang chu. Ly do cta sy lya chon nay 13 cac ban
dong goi cta Virtualbox (dugc goi la OSE) thuong
c6 mdt s& han ché va da dugc diéu chinh dé dap
(g yéu cau ciia gidy phép GNU GPL.

Mic dinh, Cuckoo str dung cac chirc nang theo
doi hanh vi mang dugc nhing san trong Virtual-
box, tuy nhién dé tang cuong kha niang nay, ching
ta c6 thé str dung goi cai dat ngoai Tepdump hoic
iNetsim.

Tao user

Mic dit hoan toan c6 thé chay Cuckoo vai user
hién tai, trong thuc té vin nén tao mot user mai.

File Edit Help
[viethung@fedora cuckoo]$ python cuckoo.py

View Search Terminal

v0.3.2

www . cuckoobox .org
Copyright (C) 2010-2012

[2012-07-06 09:32
[2012-07-06 09:32
[2012-07-06 09:32
[2012-07-06 09:32
current snapshot.

:31,544]
+31,996]
+31,997]
:33,096]

[Core.Init] INFO: Started.

[VirtualMachine.Restore] INFO:

[VirtualMachine.Check] INFO: Your VirtualBox veryion is: "4.1.12",
[Core.Init] INFO: Populating virtual machines poo\..

viethung@fedora:~/cuckoo

Nhén dién tinh
trang may 4o

good! é

Virtual machine "Cudgkool" successfully restored to

[2012-07-06 09:32:33,739] [VirtualMachine.Infos]}INFO: Virtual machine "Cuckool" information:

[2012-07-06 09:32:33,740] [VirtualMachine.Infos]JINFO: \_| Name: Cuckool

[2012-07-06 09:32:33,740] [VirtualMachine.Infos]INFO: | ID: 16970b48-3fae-4175-a542-13d325839b68 2

[2012-07-06 09:32:33,741] [VirtualMachine.Infos]|INFO: | CPU Count: 1 Core/s | w
[2012-07-06 09:32:33,742] [VirtualMachine.Infos]]INFO: | Memory Size: 192 MB f
[2012-07-06 09:32:33,742] [VirtualMachine.Infos]|INFO: | VRAM Size: 16 MB ‘ ﬁ
[2012-07-06 09:32:33,743] [VirtualMachine.Infos]INFO: | State: Saved -
[2012-07-06 09:32:33,743] [VirtualMachine.Infos]INFO: | Current Snapshot: "ClSnap"

[2012-07-06 09:32:33,744] [VirtualMachine.Infos]}INFO: | MAC Address: 08:00:27:E0:99:F9 [v]
[2012-07-06 09:32:33,744] [Core.Init] INFO: 1 viftual machina/s added to pool il

Khoi dong Cuckoo Sandbox
Liic nay, Cuckoo d sin sang hoat dong, chd' mau thir dugc nap vao dé phén tich.

Nap miu thir

Céc mau thir malware dugc thu thap tir céc trang web virussign.com, virustotal.com va céc trang web

cung cép dich vu honeypot khac.

=
Samples { X
File Edit View Go Bookmarks Help
; = DADe peaes T
Devices —| € Samples virussign.com_20120410_Free > &~ i Q search ’
S s I
JDATA = (]
Computer @ £ @ 4
Home virussign.com_ virussign.com_ virussign.com_ virussign.com_
9 9 9 9
Documarte 20120411 _Freerar 20120412_Freerrar 20120413_Free.rar 20120414 _Free.rar
>l @ A 9 @
@ Music . s
= virussign.com.. virussign.com. ZeuS_binary_ ZeuS_binary_
& pictures 20120415 _Free.rar 20120416_Free.rar  37844bal3blfaaeff b549ec404805d14f
[ Videos ~) 8d6efa7995a017f... f2b84504d78¢10f... |~

Mau thir malware
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Pé nap mau thir, ching ta c6 thé st dung chirc nang submit.py :

(Flle Edit View Search Terminal Help

viethung@fedora:~/cuckoo

—_— T v

|

|[viethung@fedora cuckool$ submit.py /home/viethung/samples/ZeuS_binary 37844bal3blfaaeff8d6efa7995a017f.exe| ||

[
F -package exefl

(I
Cf
)

Sw dzmg lénh submn‘ py de nap mau ter

Cuckoo con dugc thiét ké dé d& dang tich hop
trong hé thdng giai phap 16n hon véi cach hoat
dong hoan toan ty dong. Pé lam dugc didu nay,
chung ta c6 thé thao téc truc tiép trén co sd dit liéu
SQLite tai db/cuckoo.db.

Cac g6i phan tich

Céc go6i phan tich 14 thanh phan chinh trong
Cuckoo Sandbox. Ching bao gdm cic script céu
trac Python dugc thuc thi bén trong may ao, xac
dinh cach ma Cuckoo thuc hién viéc phan tich.
Néu khéng c6 gbi phan tich nao dugc goi ra trong
cdu 1énh, Cuckoo s& ¢ géng phat hién miu thir
thudc loai file nao dé chon duwoc géi phan tich
phtt hop. Néu dinh dang file khong dugc hd trg va
khong c6 goi phén tich nao dugc goi ra, viéc phan
tich s& bj hity bo va dugc danh déu tht bai trong
co so dit liéu.

Cuckoo cung cAp mot sb goi phan tich mic
dinh sau:

* exe: goi phan tich méac dinh dugc st dung dé

Sau ddy 1a mot vi du vé két qua phan tich:

phén tich chung cac file thuc thi cia Windows.

« DII: dugce sit dung dé phén tich thu vién lién
két dong.

« pdf: dwoc sir dung dé phan tich tap tin PDF
Adobe Reader.

¢ doc: dugc sur dung dé phén tich céc tai li¢u
Microsoft Office.

e php: dugc st dung dé phan tich céc script
PHP.

« ie: st dung Internet Explorer dé phan tich cac
URL duoc cung cép.

« firefox: sir dung Firefox dé phan tich cdc URL
duoc cung cép.

Két qua phan tich

Sau khi viéc phan tich mot mau duge hoan
thanh, cac tép tin két qua s& dugc luu trong mot
thu muc chuyén dung. Trir khi ching ta céu hinh
lai, tat ca cc két qua phan tich dwoc luu vao analy-
sis v&i mot thu muc con dugc dat tén theo s6 ID
dugce chi dinh dé phan tich trong co s& dit lidu.

|
File Edit View Go Bookmarks Help ;
— - ‘l . ;‘
Devices < [@EHome cuckoo analysis 12 files §° | Q Search |
Y: |
LJ DATA a i Q _ I
ol s
@) Home additiona iles 0gs reports
H dditional fil log P
Documents = [ 2 [
Downloads - ; = J
Music shots analysis.conf analysis.log dump.pcap
Pictures
Videos
5 - ZeuS_binary_
158 File: Syaten 37844bal3blfaaeff
@ Trash 8d6efa7995a017f.
Network e
@ Browse Net...
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J Behavior Analysis ll MNetwork Analysis

+' Network Summary

No sighatures matched,

Network Stats

Nr. of TCP packets:
Nr. of UDP packets:
Nr. of DNS requests:
Nr. of HTTP requests:

Involved Hosts

IP Address
0.0.0.0
255,255,255,255
10.0.2.2
10.0,2.15
239.255,255.250
224.0.0.22
10.0.2.255

Network Analysis
Nothing to display,

U Static Analysis

U Dropped Files

46

Két qua phan tich hoat dong mang

3. Két luan va huéng phat trién

Trudce khi phét trién cdc phuong phap chdng
lai céac ph??m mém ma doc, didu quan trong la
phéi hiéu dwoc co ché hanh dong cia malware
va cdc k§ thudt nguy trang cta ching. Cic
phuong phap trén dua mot céi nhin tong quan vé
céc k¥ thuat phan tich dong tai thoi diém hién tai
cling nhu cdc cong cy hd trg cac nha phan tich
trong viéc thu thap thong tin vé hanh vi ma doc
mot cdch nhanh chéng va chi tiét. Hé théng da
str dung cdc cong cu nguy trang (nhu déng goi,
lam nhiéu, ty dong thay d6i code...), malware
da c6 thé vuot qua duge cac phuong phap phén
tich tinh, diéu nay dan dén sw xut hién va phat
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trién ctia céc cong cu phan tich dong. Phén tich
dong 1a qud trinh thyc thi mot mau phén mém
ma ddc va theo doi hanh vi ciia ching.

Hau hét c4c cong cu phén tich dong déu dugc
trang bi chirc nang theo ddi API va 16i goi hé
théng dwoc st dung béi mau thi. Viée sir dung
céc API va céc 10 goi hé théng 1a cin thiét dé
malware c6 thé twong tac voi moi trerdng cua no.
Phan tich c4c tham s6 dwoc truyén t6i cac API
va ham h¢ thdng nay giup chung ta c6 thé gom
céac 101 goi ham khac nhau thanh cidc nhdm theo
logic ngir nghia. Nhiing viéc nay dugc thuc hién
bang céc k§ nang chuyén dung nhu cdy ham ky
sinh, bién tdp lai ma nhi phan, nhung thu vién



dong... Ngoai ra, nhiéu cong cu phan tich con
cung cép chirc ning giam sat co ché xir Iy va tu
ldy nhiém ctia cac loai dit liéu nhay cdm trong
hé théng. Nhitng thong tin nay déng vai trod 1a
mot dau méi giup cac nha phén tich c6 thé hiéu
dugc malware dang xur ly loai dit li€u nao. Tu
d6 cac nha phan tich c6 thé x4c dinh dugc cac
hoat dong da duogc thyc thi dé hoan thanh nhiém
vu bat hop phap ctia phan mém ma doc.

Thong tin ma cac nha phan tich thu duogce tur
nhitng cong cu nay gitp ho c6 dugce nhéan thic
v& hanh vi ciia cac phan mém ma dc, tir d6 gitip
co quan tb chirc ctia minh trién khai cac phuong
phép dbi pho voi malware mot cach kip thoi va

NGHIEN CUU KHOA HOC -

phu hop. Nhiing thong tin hitu ich nay khong
chi gitip ho loai bo dugc phé”m mém ma doc do
ma con cho nhitng nha quan tri an ninh mot cai
nhin théu déo vé nhiing tac dong ciia malware
d6 dén hé théng ctia minh. Ho 6 thé dinh lugng
mdt cach chinh xéc thiét hai dé ¢6 thé khic phuc
hau qua mot cach triét dé, kip thoi cling nhu 1én
dwoc phuong 4n va 15 héng va xdy dung kich
ban phong vé nhim ddi pho higu qua cac dot
tAn cong méi. Bai nghién ctru cia chiing toi, hy
vong s& thay ddi dugc quan niém cila cic nha
quan tri hé thdng va quan tri mang, tir 6 hinh
thanh nén thdi quen lam viéc mdi, chu dong
hon, hi€u qua hon trong linh vyc an ninh mang.
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