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TOM TAT

E-Learning la mot hé théng hoc tp truec tuyén dang ngay cang phat trién va dugc coi trong én thé
gidi ciing nhuw ¢ nede ta hién nay. Pdy la hinh thike hoc tdp moi va hiéu qua dira trén nén tang internet
nham tiét kiém thoi gian va chi phi cho ngieoi hoc. Dé dam bao thanh cong cho hé thong E- -Learning,
mét trong nhing yéu 16 quyét dinh la dam bdao an toan va bao mdt cho hé théng. E-Learning can phai
c6 mot moi truong dige béo mdt tot dé cho 110 hoat déng va phat huy tat ca chirc ning ctia né. Trong
baii bao néy, nguoi viét dé cdp dén mét s6 van dé an toam va bao mt trong hé thong dao tao trirc tuyén
E-Learning.

Tiv khéa: E-learning, an toan, bao mat, hoc tap truc tuyén.

ABSTRACT
Security issues in E-Learning system
E-Learning is an online learning system which has been growing and appreciated in the world as
well as in our country today. This is a new and effective form of learning based on internet basis in order
to save time and costs for learners. To ensure the success of E-Learning system, one of the decisive fac-
tors is to guarantee the safety and security of the system. It is necessary for E-Learning to have a good
secure environment in working and developing all its functions. In this article, some safety and security

issues in E-Learning online training systems are mentioned.
Keywords: E-Learning, safety, security, online training.

1. Giéi thiéu

Pao tao truc tuyén la san pham ctia nganh
cong nghé thoéng tin. T khi internet ra doi, hinh
thirc dao tao nay dugc phét trién va cai tién rat
nhiéu nham dap Gng nhu cau hoc da dang cta
con ngudi. Nén tang cua né dya trén web va cc
k¥ thuat internet dé cai tién va nang cao viéc day
va hoc. Coéng cu hoc tap chii yéu 1a mdy tinh.
MBoi truong hoc 1a mang may tinh va internet.
Hién nay, mdy tinh va smartphone dang trd nén
phd bién, diéu nay gitp ngudi hoc cé thé dé dang
hoc tdp moi lic, moi noi, nhét 1a ddi vé6i cac ddi
tuong khong c6 thoi gian truc tiép dén truong.

Nhiéu t6 chire va truong hoc hién dang ap
dung va khai thac rat t6t loai hinh hoc tap truc
tuyén E-Learning nay. Tuy nhién, hau hét cac hé
théng dao tao tryc tuyén hién nay chua chi trong
nhiéu dén vén dé an toan va bao mat, diéu nay
tiém 4n cac moi nguy co rat 16n, c6 kha ning
anh huong dén sy thanh cong cta hé théng dao
tao nay. C6 nhiéu yéu 6 gop phan tao nén su
thanh céng cta hé théng E-Learning, mot trong
nhitng yéu t6 quan trong nhét 1a sy an toan va
bao mat ctia hé théng.
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Xét vé ban chit, E-Learning la hinh thurc hoc
tap qua mang internet du6i dang cac khda hoc va
duge quan 1y boi mot hé théng quan 1y hoc tap,
dam bao su tuong tac va hop tac gitta nguoi day
va nguoi hoc, dap irng nhu chu hoc moi ltc, moi
noi ctia ngudi hoc.

Céc thanh phan chinh trong mét hé thong

E-Learning bao gdm:

° Internet

e Cac khoa hoc

« Hé théng quan 1y hoc tap

e Su twong tac, hop tac trong hoc tap

Mic du internet 1a noi c6 thé tim kiém nhiéu
thong tin va tri thirc can thiét, n6 cling 14 noi tap
trung rat nhiéu hoat dong bat hop phéap va tiém
4n rat nhidu nguy co dbi véi thong tin duge luu
trir trong mdy tinh. Boi vi dao tao truc tuyén phu
thudc vao internet va cac trng dung trén web cho
nén van dé an toan trong méi trudng dao tao truc
tuyén ciing bi anh hudéng, vi dy nhu: cac tan cong
lién quan dén phdn mém va dit ligu (worms, vi-
ruses, macros, denial of service), gian diép, céac
hanh vi trom cép, céc 18i phin cimg,... Tuy ring
rat nhidu nguoi c6 thé thiy dugc cdc mdi de doa
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nay, hiéu duogc héu qué cia chung nhung lai c6
rt it nd luc va hanh dong dé khic phuc van dé
nay.

An toan trong moi truong dao tao truc tuyén
can phai dugc quan tam va d& cao dé tranh cac
mbi de doa va dam bao an toan cho modi trudng
hoc, gép phan phat trién va 6n dinh lau dai cho
phuong phép dao tao nay.

2. M hinh hé théng dao tao tryc tuyén E-
Learning

C6 nhidu mo hinh va y tudng vé hé théng E-
Learning, moi mo hinh ¢6 uu diém, khuyét diém
khac nhau. Phu thudc vao diu kién va dic thu
ctia mdi don vi chi quéan (té chtrc, truong hoc)
ma su chon Iya hé thdng E-Learning c6 khac
nhau. Hinh 1 md phong mét hé thdng E-Learn-
ing kha phd bién dang dugc nhiéu t6 chirc va
treong hoc ap dung.

Trung tdm cua hé théng dao tao tryc tuyén
E-Learning 1a hé théng quéan ly hoc tap LMS
(Learning Management System). Dya vao do,
ngudi day, nguoi hoc va ngudi quan tri hé théng
déu c6 thé truy cap vao hé théng nay véi nhitng
muc tiéu khac nhau. Mot bd cong cu xay dung
ndi dung hoc tap dugc dp dung dé giup ngudi
day xdy dung noi dung bai giang phu hop véi
tiéu chi giang day E-Learning, bao gdm slide bai
giang, hinh anh, 4m thanh, video, hiéu ung,...
TAt ca c4c thanh phin trén déu nham muc dich
dam bao hé théng hoat dong 6n dinh va viéc day
hoc dién ra hiéu qua, chéit lugng, dap Gmg t6t nhu
ciu ciia nguoi hoc.

Nguoi day
* Nguwdi hoc
} , —
Heé thong Nguwdi hoc
Coéng cu xdy dyng » 7
pa S quan ly A
ndi dung hoc tip —p N —] ]
(Authoring Tools) hoc tap |~ Nguwdi hoc
LMS N~
T \/ Nguwoi hoc

Nguwoi quan tri
hé thong

Hinh 1: Mé hinh hé théng E-Learning

3. An toan va bio mat hé thong E-Learning

3.1. Cdc méi de doa hé thong E-Learning

Céc mbdi de doa dén hé thdng E-Learning
dang khong ngirng phat sinh theo nhidu cach
khac nhau va ngay cang tinh vi, ching nhim

muc dich 1am tré ngai viéc day va hoc, danh cép
thong tin, phé hity thong tin va gay hai hé théng.
Nhitng mdi de doa ndy c6 thé gian tiép hay truc
tiép. Khi trién khai hé théng dao tao E-Learning,
chung ta cho phép ngudi hoc sir dung may tinh,
smartphone két ndi vao hé théng. Piéu nay dan
dén rat nhidu méi de doa co6 thé phat sinh.

Cdc de doa tiv phia nguwoi hoc

May tinh ctia ngudi hoc ¢6 kha nang khéng
dam bao an toan. Hinh 2 néu ra mot s6 mbi de
doa thuong gap ddi v6i may tinh.

Tro,ans

‘1\ Cybercriminal

Spyware

Hinh 2: M6 phéng cac mdi de doa thuong
gip do6i véi may tinh

Thay doi trdi phép

Hién nay, c6 mot sb trang web xuét hién
thong tin khong chinh xéc, d6 1a hé qua cua viée
noi dung bj thay ddi trai phép boi hacker hay cac
user khéc (tri phép). Piéu ndy lam cho ngudi
stt dung khong tin tudng vao tinh chinh xdc va
nhét quan cta dit liéu. VAan dé nay cang dic biét
nghiém trong d6i v6i hé théng E-Learning, bdi
vi ndi dung dao tao, kién thirc dugc dwa ra tlir hé
théng dén ngudi hoc phai chinh xac; néu khong,
hé théng E-Learning s& bi phd san (Naserasadi,
2011).

St dung trdi phép

Tai liéu sé va noi dung bai gidng dugc luu trit
trén hé thdng E-Learning. Nguoi hoc c6 thé tim
céch sao chép trai phép cdc ndi dung nay va phan
phdi dén nhidu ngudi dung trai phép khac.

Xam nhap trdi phép vao hé thong

Hé théng E-Learning bao gbm nhiéu may
tinh, nhitng may tinh nay co thé c6 nhitng diém
yéu ma hacker ¢6 thé loi dung dé tn cong va
xa4m nhép, nhat 13 cdc may tinh clia nhén vién
trong h¢ théng, vi du nhu: mot sb port trong may
tinh & trang thai mé ma ngudi s dung khong
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biét, may tinh c6 thé bi nhiém virus, spyware
trong qua trinh su dung, may tmh dang st dung
mot s6 phan mém khong 16 ngudn gbc c6 tiém
4n cac 18 héng, ... Thoéng qua céc diém yéu nay,
hacker c6 thé tim c4ch xam nhap va giy hai cho
hé théng.

Ngdin cdn tién trinh hoc tip

Day 1a hanh dong phé hoai, gy can tré viéc
trién khai ndi dung hoc dén ngudi hoc theo dung
khung gio va diéu kién da dinh trudc. Nhu thé,
phén noi dung bai giang nay s& mét gid tri, anh
huéng dén lich hoc, khién nguoi hoc khong hai
long. Mot vi du cho truong hop nay 1a tAn cong
DoS - Denial of Service (Naserasadi, 2011).

3.2. Phén tich rii ro

Phén tich rdi ro 1a mot xt 1y quan trong trong
moi dy dn (Naserasadi, 2011). Can phai tién hanh
phén tich rai ro dé duy kién duoc nhitng rii ro nao
c6 thé xay ra, qua d6 dénh gia mirc do 4nh hudng
ctia rii ro néu néd xdy ra. Rui ro ludn tdn tai trong
moi du 4n, ta khong thé phat hién tit ca rai ro,
cling khong thé loai bo tAt ca rdi ro, chi c6 thé tim
ra cc giai phap dé giam thiéu rui ro. Trong sb
nhing rii ro ma ta du kién duogc, cin phéi phan
loai ching dé dua ra do wu tién cho ting loai rui
ro, tir d6 tinh ra thiét hai du kién cta né theo cong
thirc:

e=v*p

Trong d6: e 1a thiét hai du kién cta roi ro, vla
gid tri tai san va p 1a x4c suat c6 thé xay ra rui ro
(Greene va Stellman, 2006; Schneier, 2003).

Riii ro dén tir nhiéu thanh phan, lién quan dén
nhidu ddi tuong tham gia trong hé théng. Sau day
12 mot sb i ro cAn quan tam:

Tai li¢u, npi dung hoc tip

Tai liéu hoc cé thé dén tay cua nguoi hoc
khong hop 1€ va c6 thé bi sir dung sai muc dich.
Do d6, h¢ théng can phai dam bao chi c6 nguvi
hoc hop 1&¢ méi nhan dwgce ndi dung hoc va noi
dung nay khoéng thé bi thay ddi, ddng thoi hé
thdng ciing c6 co ché gitp nguoi hoc kiém tra
duogc tinh toan ven cta ndi dung hoc.

Cong nghé, qui trinh day hoc

Mot s6 td chire c6 thé tu xdy dung hodc mua
ndi dung, bai giang cla céc khoa hoc va cong
nghe day hoc tir cac t6 chirc khéc, do vay ching
can phai dugc bao mat. Dé dap ng yéu ciu nay,
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mét s6 qui dinh can phai dugc 4p dung cho tit ca
thanh vién cua h¢ thdng, trong dé nguoi day la
dbi twong can phai tuan thu ding cac qu1 dinh vé
bao mat. Pé thuc hién tbt viec nay, can thanh lap
mot doi ngii dé phuy trach va quan ly.

MGéi triwwong va diéu kién day hoc

Ngudi hoc c6 thé & bat ctt noi dau va bat ky
lic nao ciing c6 thé tham gia vao hé théng hoc
tap, chi can ho c6 két néi internet va thiét bi hoc
(may tinh, smartphone .). Pé thuan tién cho
nguoi hoc, hé théng can phéi dam bao hoat dong
lién tuc, ké ca cac két néi internet cung phai luén
duoc duy tri. Tuy nhién, viéc két ndi internet bj
gian doan hay mét ngudn dién 13 diéu c6 thé xay
ra bat cir luc nao, didu nay anh huéng rat nhidu
den ngudi hoc. Bé han ché cac rai ro nay, to churc
can phai c6 duong truyen internet du phong, nén
co nhiéu dudng truyén mtemet tlr nhiéu nha cung
cép khéc nhau. Té chirc cin trang bi hé théng luu
trlt dién UPS phuc vu cho cac mdy chi va may
phét dién du phong dé cung cip dién én dinh
cho ca hé théng E-Learning. Bén canh d6, dé du
phong cac su ¢b cia hé théng c6 thé xdy ra, to
chitc can phai cht trong dén viéc thucmg xuyén
va dinh ky backup dit liéu va hé théng.

3.3. Bi¢n phdp béio mt h¢ thé’ng E-Learn-
ing

Viée xay dung ndi dung ddo tao trong hé
thong E- Learmng thuc sy rat phic tap, tiéu
tén rat nhidu thoi glan va cong strc. Noi dung
day hoc ¢6 thé bao gdm: vin ban, hinh anh, 4m
thanh, phim,... Dya trén mot sb nghién ciru gin
day, 80% cudc tin cong trong hé théng E-Learn-
ing dugc thuc hién boi nhitng ngudi bén trong to
chirc (Graf, 2002; Naserasadi, 201 1). Do d6, bén
canh viéc dam béo an toan cho hé théng tr bén
ngoai thi viéc st dung mot s ky thuat nhu: ma
héa dit liéu, chit ky s, Virtual Private Networks
1a cn thlet dé bao vé dit liéu bén trong. Sau day
1a mot s6 bién phap bao mat.

Md hoa dir liéu

Trong hé¢ théng E-Learning ¢6 nhiéu thong
tin quan trong nhu: thong tin cia nguoi hoc, tu
liéu, bai giang, qui trinh cong nghé,... Nhitng
thong tin ndy can phai dugc ma hoa theo mot
chuén thich hop. Viéc ma hoa 4p dung cho dit
liéu luu trir trén cac thiét bi va cho ca di ligu
truyén tai trén mang. Qua trinh ma héa va giai
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Ngll5n.' Naserasadi A., 2011.

Hinh 3: St dung ching thw s6 dé bao vé ndi dung E-Learning

mi duoc tién hanh ty dong trén may chi, nguoi
hoc khong nhan biét didu nay. Mot van dé khac
can phai luu y d6 1a may tinh clia ngudi hoc co
kha nang cache dit liéu va luu gitt chung tam
thoi. P& giam kha nang dit liéu bi 4y cép, nén
thiét 1ap thoi gian sbng cua dit liéu (data expire)
phil hop va gi6i han viéc cache dit li¢u.

Bdo vé vin bdn

Van ban 1a dang dit liéu thong dung nhat
va d& stt dung nhét trong hé théng E-Learning,
nhung no cling dé bi danh cip va phan tan nhiéu
nhét. D& bao vé van ban tranh khoi cac xam
nhap tir bén ngoai hé thong va str dung tréi phép,
ta c6 thé str dung k¥ thuat AAA (Authentication,
Authorization va Access control) (twong tng la:
Xéc thuc, Kiém soat va Diéu khién truy cap).
Cu thé, ta co thé str dung mot s6 co ché nhu:
username va password, thé nhan dang thong
minh (Smart Identification Card) hay phuong
phap nhén dang sinh tric hoc (Biometric Iden-
tification Methods) (Naserasadi, 2011; Jampour
va cong su, 2011).

Béng 1: So sanh c4c loai nhdn dang khac
nhau va cic phwong phap xac thue

Z z
] = =
Sg|l B| &| B .‘? 2| &
aS| 8| E| 8|2 |8| 5| %
Method Es| 5| S| E|l 22| 8|S
531 8|£|&|F|e|E|C
EC |25 2| B|7
= =)
Hisethaue & 9 o7 |10]10]9]7]10
Password
Smart Card 5 10| 10] 6 5 S |10] 6
Hand-Held
Password 4 10]10] 3 3 4 |10] 2
Generator
Biometrics 5 T 8 5 5 3 8 3
Cryptography 8 9 9 9 8 8 8 | 10
Place-Based 7 2 2 6 9 9

3 9 1

Nguon: Naserasadi A., 2011.

Mot cach khac gitip bdo vé van ban tranh bi
thay ddi trai phép la chuyén vin ban sang dmh
dang PDF hay st dung k¥ thuat ching thu 5O
(digital certificates) dé bao vé ndi dung day hoc
nhu Hinh 3. M&i phuong phap bao vé nay déu
¢6 nhitng vu diém, khuyet diém khac nhau, tuy
vao tirng truong hop va diéu kién cu thé. Bang
1 so sanh mot sb phuong phap bao vé dua trén
8 tiéu chi: ngudn thong tin (information source),
tinh chinh x4c (accuracy), do tin cdy (reliabil-
1ty) kha ning bao tri (maintainability), kha nang
san sang (availability), kha ndng nang cap (up-
gradeability), toan ven hé théng (system integri-
ty) va chi phi (cost) (Guttman va Roback, 2001;
Naserasadi, 2011).

Xdc nhin ngwoi hoc bang phwong phdp
login

Viéc kiém tra va xac nhan nguoi hoc c6 hop
1€ hay khong la rit cn thiét, nham loai bo nhiing
nguoi hoc trai phép (khong dang ky, hacker),
dam bao ndi dung hoc dugc phan phbi dtng
nguoi. Pé diang nhap vao hé théng E-Learning,
ngudi hoc stt dung giao di¢n web. Thong thuong
nguoi hoc chi cAn cung cép 2 thong tin 12 user-
name va password.

Tuy nhién, hlen nay c6 mot sb cong cu phan
mém, do mot sb ngudi co y dd xAu tao ra, c6 kha
ning dang nhap ty dong bang cach thi rat nhidu
username va password véi muc dich do tim ra
thong tin dang nhap vao hé théng. Dé ngin chan
cach thic dang nhép bang cong cu phan mém
nay, mot giai phap 1a st dung CAPTCHA (Com-
pletely Automated Public Turing test to tell
Computers and Humans Apart). Nhu vay, khi
ngudi hoc login vao hé théng, ho cin phai cung
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clp username, password va xac nhén captcha.

Dic diém cia captcha: trén ving captcha xuat
hi¢n mét hodc hai tir khé nhan dién. Céc cong cu
phan mém kho nhan biét dugc noi dung yéu cau
trong khi con nguoi 6 thé nhan biét duoc,

tricste MO day

Hinh 4: Hinh 4nh CAPTCHA Kkhi ding nhép

Type tha twd woids

Trong Hinh 4 ¢6 hai tir khé doc 12 “trieste mod-
ern-day”,

Theo déi hinh dnh ngwoi hoc

Mot phuong phép khic c6 thé x4c nhan nguoi
hoc hop 1€ 1a ghi hinh va hién thi hinh &nh nguoi
hoc 1én hé théng, chi can hién thi khudn mit. D&
lam duwgc didu nay, vé phia ngudi hoc phai sir
dung camera ghi hinh, cé thé sir dung webcam ddi
voi may tinh hay camera dbi v&i smaltphone Vvé
phia tb chirc, cn pha1 trang bi hé thong du dé hién
thi hinh &nh cua tit ca nguoi hoc. Piéu nay cd anh
huéng dén chi phi. Tuy nhién, c¢6 thé mdi 14n chi
hién thi hinh anh cta mot nhém nhé nguoi hoc,
sau d6 dinh ky chuyén sang hién thi hinh anh cta
mot nhém nhoé khéc, cho dén khi hién thi tit ca
hinh anh cta nguoi hoc.

Bién phdp bdo vé irg dung

Muc tiéu ctia bién phap nay 1a ngan chén viéc
sao chép tmg dung. Hién nay, viéc ngin chin sao
chép g dung vao cac thiét bi luu trit nhu: USB,
CD/DVD, Mobile HDD la khong thé. Do dé, bién
phép con lai 1a khoa céc cong két ndi dén céc thiét
bi luu trit tai cac méy tinh luu trix dit ligu phuc vu
dao tao va trén may tinh ciia nhan v1en trong hé
thong E- Leammg, vi du: khéa cic céng USB, chi
trang bi 6 dia CD/DVD readonly. Ngoai ra con
¢6 bién phap bao v¢ ting dung bing cach sir dung
serial numbers (nhung cach nay cling c6 thé bj
hacker bé khéa sau mét thoi gian st dung). Bién
phép bdo vé ng dung bing phin clng ciing rt
hi€u qua nhung chi phi qua cao nén khé trién khai.

22

TAP4 SO 4

Bdo vé hé thé'ng mang

Hé théng E- Learning gén lién voi hé théng
mang va internet. Ddi tuong phuc vu cia hé
thong c6 thé & bit ky noi nao trén thé gidi chi
can ho c6 thé sir dung mady tinh hay smartphone
két nbi dén he théng. Do do, chung ta kho kiém
soat duoc tat ca nguoi hoc, trong sb ngtrorl nay co
thé c6 hacker hodc ngudi c6 y dd xau mudn gay
hai cho hé théng. Vi véy chung ta cin phai tdng
cuong bao vé va kiém soat cac truy cép vao ra hé
thong E-Learning ctia chiing ta. Mot bién phap
hiru hiéu 1a thiét 1ap hé théng tudng Itra dé kiém
soat truy cap va ngin chin cac truy cp trai phép.

E-Learning

Hé théng
E-Learning

E-Jearning
Server E

B Internal E-Learning
Edearming External - Firewall Sepver
yaer Firewall ~\3 @
¢h E
Hinh 5: M6 hinh bdo vé hé thong mang

bang twong liva

4. Két luan

Xu hu’orng dao tao truc tuyén E- -Learning dang
duge nhiéu td chirc, truong hoc quan tam. Bo
Giéo duc va Pao tao ciing da c6 ch tr wong cho
cdc truong dai hoc phét trién hinh thirc dio tao
nay. Viéc trién khai hé théng dao tao E-Learning
khong qua kho nhung van dé an toan va bao mat
hé théng lai rat phtrc tap va khé khan. Cho du
hién nay da c6 khéng it co quan, tlu’orng hoc trién
khai dao tao E-Learning nhung ho d&u gap phai
kho khin vé an toan va bao mat.

Bai bdo nay dua ra duoc mot sd khé khin va
cdc mdi de doa dén hé théng E- Leaming, dong
thoi bai bdo da dwa ra duoc mot sé bién phap
kha thi nham tdng cuong muc dd an toan va bao
mat cho hé théng. Céc vén dé va cac bi¢n phap
an toan da néu trong bai bao c6 thé ap dung cho
h¢ théng E- -Learning dang duoc xdy dung tai
Truong Pai hoc Vin Hién.
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